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Condition: New. Publisher/Verlag: VDM Verlag Dr. Müller | Systems and Network Security | Large-
scale attacks generated by fast spreading worms and viruses have emerged as a major threat to the
Internet. These worms are capable of infecting and crippling substantial portions of the Internet as
well as the enterprise networks of large public and private agencies in a very short time. This
dissertation work studies the behavior of such viruses and examines the problem of their detection
and containment. It develops a simulation testbed to study the propagation and threat potentials of
self-propagating viruses. Using the testbed, a new approach is developed for detecting self-
propagating worms/viruses based on statistical anomaly detection. The approach assumes that a
key characteristic of a worm/virus attack is an increase in application based network traffic, which
will eventually overwhelm servers and clients. The effectiveness of the detection approach has been
tested for email based viruses in an intranet setting. The report concludes with results of
experiments using a novel approach for cleaning up virus infections, based on the model of
predators in an ecosystem. | Format: Paperback | Language/Sprache: english | 158 gr | 108 pp.

READ O NLINE 
[ 1.64 MB  ]    

Reviews

Very useful to any or all group of men and women. It is writter in basic words instead of di@icult to understand. I realized this ebook from my i and dad
recommended this publication to understand.
-- Althea  Fa hey MD    

The book is simple in read safer to comprehend. It is writter in straightforward words and phrases instead of confusing. You wont truly feel monotony at
anytime of your time (that's what catalogues are for concerning in the event you request me).
-- B r a nnon K och     
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