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Condition: New. Publisher/Verlag: LAP Lambert Academic Publishing | High Speed NIDS Architecture
using Dynamic Cluster and Intelligent Anomaly Detection and Filtration | This book has focussed on
designing high performance Network Intrusion Detection Systems models, we have presented two
designs to address limitations of Packet Loss and Low Detection Rate. The first high performance
mechanism is based on Dynamic Cluster adoption using refined policy routing and Comparator
Logic. The traffic load sharing mechanism reduces the packet drop by exchanging state
information between load-balancer and cluster nodes and implementing switch overs between
nodes in case the traffic exceeds pre-defined threshold. Comparator Logic enhances the overall
efficiency by recovering lost data and analyzing it to identify threats. Intelligent Anomaly Detection
Filtration (IADF) using cascaded architecture of anomaly-based filtration and signature-based
detection process is the second high performance design. The IADF design is used to preserve
resources of NIDS by eliminating large portion of the traffic on well defined logics. We have
evaluated the mechanism to detect Denial of Service (DoS) and Probe attempts based by analyzing
its performance on Defence Advanced Research Projects Agency (DARPA) dataset. | Format:
Paperback | Language/Sprache: english | 132 pp.
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Reviews

This ebook may be worth purchasing. it absolutely was writtern quite flawlessly and beneficial. I discovered this ebook from my dad and i suggested this
pdf to discover.
-- Ma xim ilia n Wilkinson DDS     

The book is fantastic and great. This is for anyone who statte there was not a worthy of reading. I found out this publication from my i and dad advised this
pdf to learn.
-- Pete Pa ucek DV M    
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